[MTPUJIOKEHME 2
K TIpUKa3y
MBJI0Y JIC Ne 30 «3on0Tas pBIOKa»
or LY LE. 2oZf Ne Zﬁ,f

HHCTPYKLUS
110 OpraHH3aLHH AHTHBHPYCHOI 32IHTHI HHPOPMAUHOHHO —
KOMMYHHKAIHOHHOH CHCTEMBI

1. Obmue moJoKeH!us

1.1. Llenpro co3jaHus CHCTEMBI AHTHBUPYCHOM  3aIUMTBI  ABJIACTCH

" obecrieyeHue  3alLUMIICHHOCTH uncbopmau_nonﬂo-KOMMyHHKauHOHHoi& CHUCTEMBI

(nanee - MKC) MyHULHMITaIBHOTO G1O/KETHOTO JIOLIKOJIBHOIO 00pa3oBaTesibHOro
yupexaeHus JIeTCKoro  cana Noe 30 «3osoras pbibka» c¢. CBodoaHoro
MYHUIMITAIBHOrO  00pa3oBaHus Bpioxoseuknit  paiiod (nanee - JOY) oT
BO3/1eHCTBUS PA3IMYHOrO POAA BPEIOHOCHBIX MPOrpaMM H HecaHKIIMOHUPOBAHHbIX
MACCOBBIX  IOYTOBBIX - PACCHUIOK, npefoTBpallleHusl ~ UX  BHEJpeHHA B
UH(pOPMALIOHHBIE CHCTEMbI, BbIABICHM 1 He30MacHoro yaaleHus W3 CUCTEM B
clyuae TONajaHusA, a TaKKe ¢uipTpanuu  10CTyNa nons3oBareneid JIOY K
HeTPOIYKTUBHBIM MHTepHeT-pecypcam 1 KOHTPO/LA UX 3JIEKTPOHHOH MepenrCKH.

1.1. OcHoBornojaralouMy  TpedoBaHusIMHE K CHCTEME AHTUBUPYCHOM
sammTel JOY aBIgioTCs:

1.1.1. peurenue 3a1a4u AHTUBUPYCHOM 3ALIMTBI JOIKHO OCYIIECTBIATHCS B
oGmem Buge. CpeICTBO 3allUThl HE JIOJDKHO OKasbiBATh IPOTHBOJEHCTBHE
KOHKPETHOMY BUPYCY WM IpyIIe BUPYCOB, [POTHBOZCICTBHE [OIIKHO OKa3bIBATHCS
B MPEAIOJIOKEHUSX, YTO BUPYC MOKCT 6LITh 3aHECEH HA KOMIBIOTEp H O BHpyce (0
ero cTpykrype (B 4aCTHOCTH, CUrHaType) U BO3MOJKHBIX NefCTBUSIX) HUYEro He

 M3BECTHO;

1.1.2. peleHue 3aja4u AHTUBMPYCHOM 3aLUUTHI JOJKHO OCYLICCTBIATLCA B
pealbHOM BPEMEHH.

1.2.  MeponpusaTusi, Harpap/ieHHbIE Ha PCIICHUE 3a1at 10 AHTHBUPYCHON
3allUTe:

1.2.1. ycTaHOBKa TOJbKO JMLECH3MPOBAHHOIO TIpOrpamMMHOro obecreyeHus
1mbo GecruiaTHOE AaHTHBUPYCHOE NPOrPaMMHOC obecrieyeHue, UIyLIee B KOMILUIEKTE

¢ MOTMHHOM OTTepalMOHHOM CHCTEMOH (THIIA Microsoft Security Essentials (ceTb 10

10 pabouux CTaHUMI) UIH Microsoft Forefront Endpoint Protection (ceTh donee 10
pabouux CTaHLKMA)), MOAAEPKHUBAIOLLEE paboTy ¢ TI0JIb30BATEILCKAMHU npoGUIAMH;

1.2.2. perynsipHoe OOHOBICHHE M €KEHCBHBIC npoduiaKTHIeCKUe IMPOBEPKH
(;enaTe/lbHO B Hepabouee HOUHOC BpeMs);
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1.2.3. HenpepbIBHBI KOHTPONL HAJ BCEMH BO3MOXKHBIMH  IyTSIMH
MPOHUKHOBEHHs.  BPENOHOCHBIX — MPOrpamMM, — MOHMTOPHHT AHTHBHPYCHOH
6e30MacHOCTH U 0OHApYKEeHHEe JeCTPYKTHBHON aKTHBHOCTH BPEIOHOCHBIX MPOrpamMM
Ha Bcex oobekrax UKC;

1.2.4. exelHEBHBIM aHalIM3, PAHKUPOBAHME M MPEAOTBPALLEHUE YIPO3
pAcTpOCTPaHEHMsI W BO3AEHCTBUS BPENOHOCHBIX TPOrpaMM TyTEM  BBISBICHHA
ysizBumocteit ucnosapsyemoro B MKC onepanuoHHOro nporpaMMHoOro obecneyeHus
W CeTEBBIX YCTPOHCTB M yCTpaHEHHs OOHApyKEeHHBIX Ae(eKTOB B COOTBETCTBHHU C

. JaHHBIMH NnocraBlIMKa porpamMMHOro obecrieyeHus H ApYyTHUX

CTIeLMATH3UPOBAHHBIX HKCTIEPTHBIX aHTHBUPYCHBIX CITyXKO.

1.2.5. npoBeaenue PO(PHIAKTHIECKMX MEPOIPUSATHH 110 NPEIOTBPAIICHUIO U
OTpaHUYEHUIO BHPYCHbBIX OMHUIEMHMH, BKIIOYAIOLIMX 3arpy3Ky H pasBepTbIBAHHE
CrienMaNbHbIX TPaBHI HEHTpaau3auud (OTPaKEHWIO, M30IALUK M JTMKBUIALUN)
BPE/IOHOCHBIX ~MPOrpaMM Ha OCHOBE PEKOMEHJAIMH 10 KOHTPOIO  aTak,
[O/IrOTABIMBAEMBIX Pa3pabOTYMKOM CPEICTB 3alIUThl OT BPEAOHOCHBIX MPOrpaMM u

ZIPYTHMHU  CIIEHATH3UPOBAHHBIMA  IKCIIEPTHBIMH  aHTHBUPY CHBIMU cnyxbamu 110

TOro, Kak OyayT BeImylueHbl (alibl WCOpaBICHUH, NMPU3HAKOB M AHTHBHPYCHBIX
CUTHaTYp. .
1.2.6. IpoBe/ieHKE PEryJISPHBIX TPOBEPOK LETOCTHOCTH KPUTHYECKH BAXKHBIX
[porpamMm M AaHHbpiX. Hanuune nuummux (ainos U Clef0B HECAHKIIMOHUPOBAHHOTO
BHECEHMS U3MEHEeHMH J0I7KHO ObITh 3aPEeTHCTPUPOBAHO B XKYPHAJIE U PACC/Ie/IOBAHO;

1.2.7. BHEIHIHUE HOCHTEIHd HHPOPMalUUH HEU3BECTHOIO IMPOUCXOKACHHUS
crelyeT TIPOBEPsTh HAa HAIM4YHe BHPYCOB JI0 MX MCIIOIb30BAHUS;

1.2.8. HEOOXOAUMO CTPOTO MPUAEPKUBATHCSA YCTAHOBICHHBIX MPOLELyp IO
YBEJOMICHHIO O CIyYasix [OpaKeHHs aBTOMATU3MPOBAHHOM MH(POPMALIMOHHOM

'cpemﬂ KOMNBHOTEPHBIMHU BUPYCaMH H MPHHATHIO MEP IO JJMKBU ALK MoCIeACTBUM

OT UX MPOHUKHOBEHUS,

1.2.9. cienyer uMeTh TaHbl obecneueHns OecriepedoitHOH padboThl
VupexkIeHus sl CilydaeB BUPYCHOTO 3apaKeHusl, B TOM HUCIIE TUIaHbl PE3CPBHOIO
KOITMPOBAHMS BCEX HEOOXOJMMBIX JaHHBIX W MPOrpaMM M WX BOCCTAHOBICHHA. DI
Mepbl OCOOEHHO BaKHBI JUIsl CETEBBIX (ailIoBBIX CEpPBEPOB, MO/IEPKMBAIOIIMX

BOJIBILIOE KOIMYECTBO pabOYHMX CTAHLIHM.

1.3. TexHoaOrMyecKue HHCTPYKIMHU

1.3.1.B  JIOY pykoBoauTeieM JAO/KHO  ObITh  HA3HA4YEHO  JIMIIO,
OTBETCTBEHHOE 32 AHTMBHPYCHYIO 3allUTy, B [O/DKHOCTHBIC HHCTPYKLHH JUld
KOTOPOTO. JIOJUKHBI OBbITh TPOMMCAaHbl MOPSAIOK NEHCTBHA B IEPHON BHPYCHBIX
SMUIAEMUNA, MOPATOK JeHCTBMM IMpH BO3HUKHOBEHHMH BHCIUTATHBIX CUTYaLIUH,
CBA3AHHBIX C PabOTOCTIOCOGHOCTBIO CPEACTB AHTUBMPYCHOM 3allMTBI, MOPSJIOK
feHcTBUH ISl YCTpAaHeHMs TOCHEACTBUM 3apaxeHWd. B NpoTHBHOM ciyHae BCs
OTBETCTBEHHOCTh 3a oO0ecleyeHre AaHTUBUPYCHOW  3aLUMTBl  JIOXKHTCA  Ha
PYKOBOJHUTES Y UPEiKICHHS.

1.3.2. B VupexxaeHuun MOMKET HCIOIB30BATLCA TOJIBKO JIMICH3HOHHOE
AHTHBHMpYCHOE MporpaMmHoe obecredenue mu00 CBOOOJHO-PACIPOCTPAHSEMOE
porpamMMHoe odecrieyeHue.
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1.3.3. OGs3areibHOMY aHTHBUPYCHOMY KOHTPOIIO MOMIEKHT Jito0as
unpopmaiust (TekctoBbie (aiibl JOObIX (bopmaTOB (aiinbl JaHHBIX, HCIOIHSAEMBIE
daiinbl,  MOYTOBble  COOOLICHMS), rmojiyuaemasi M IiepejgaBaeMas IO
TeIeKOMMYHHKALMOHHBIM KaHaTaM CBSI3M, a Takke HH(pOpMalHs, HaXOIAIIasics Ha
CBEMHBIX HOCHTENSAX (MAarHUTHBIX AucKax, nentax, CD-ROM, DVD, nakonurensax u
; fiy Konurponb  McxoasiueH uHOpMaIMM  HEoOXO0aMMO IIPOBOJUTE
HEIOCPEACTBEHHO Tepel apXUBHPOBAHMEM M OTIPAaBKOM (3amUChio Ha - CHEMHBbIH
HOCHUTEJD).

1.3.4. @aiinpl, I[oOMemlaeMbie B DJIEKTPOHHBIM apXWB, JOJKHBI B
06s13aTeIFHOM OPSJIKE TPOXOAUTE AHTHBUPYCHBIA KOHTPOIIb.

2. Tpe6GoBaHUs K MPOBEIEHHIO MEPONPHUSATHIL 1O AHTUBMPYCHOM 3alLIMTE

-2.1. B nauane paboThl TpH 3arpy3Ke KOMIIBIOTEPA B aBTOMATHYCCKOM
PEKHUME J0JIKHO BBIMOJIHATHCS OOHOBJICHHE AHTUBUPYCHBIX 0a3 u cepBepoB.

2.2. Tlepuoamueckue MPOBEPKM  IJIEKTPOHHBIX  APXHBOB  JIOJDKHBI
NMPOBOAMTBLCS HE PEKE OJHONO pasa B HEJEI0, aHHbIE, PACTIONOKEHHbIC Ha pabouux
CTAHIMAX MOJIb30BaTeNel — eXKelHEBHO, B HQUHOE BPEMsI 110 paclUCaHMIo.

2.3. BueouepenHOil aHTUBUPYCHbIM KOHTPOJIbL BCEX JMCKOB H (haitnos

TIEPCOHAJIBHOTO KOMIIBIOTEPA JIOJIZKEH BBITMTOJIHATLCA!

2.3.1. HenocpeacTBeHHO [OCH€ YCTAaHOBKM (M3MEHEHWs) MPOTPaMMHOrO
obecrieyeHns] KOMMBIOTEPA 0/DKHA OBITh BBINOJHEHA aHTHBHPYCHAs MpOBEpKa Ha
cepBepax 1 MepcoHaTbHBIX KOMITBIOTEPaX YUpeKICHHS. '

2.3.2. TIpy BO3HMKHOBEHUH [10/I03PEHHUS HA HATTMYUE KOMITBIOTEPHOIO BUpyca
(HeTumuuHas paboTta MPOrpamm, MosBieHue rpaguuecKuX M 3BYKOBBIX a¢dexToB,
HCKaKEHMH JAHHBIX, MpornagaHue (aiinos, 4acToe MNOABIEHUE COODMEHHH O
CHUCTEMHBIX OLINOKAX M T.IL.).

2.3.3. Ilpu oTnpaBke ¥ IIOJYYEHHM ODJICKTPOHHOH TMOYTHI OMNEPaTOp
JNEeKTPOHHON MOYTHI 00A3aH MPOBEPHUTE ICKTPOHHBIE TMMCbMA U MX BIIOJKEHUS HA

- HaJTHY1e BUPYCOB.

2.4. B ciyuae obHapyxkeHHs 3apaxEHHBIX BHpycamu GaHIoB WM
3JIEKTPOHHBIX MACEM I10/1b30BaTEIK 00s3aHbI:

2.4.1.T1puoctaHoBUTH paboTy.

2.4.2. HeMemleHHO TOCTaBUTh B M3BECTHOCTh O QakTe OOHApYKEHUS
3apaKEHHBIX BUpycoMm (ailioB OTBeTCTBEHHOro 3a obecneueHue AHTHBHUPYCHO
3aIUTh (B CITyuae ero oTcyTeTBus — 3aejyiomemy) JI0V.

2.43.COBMECTHO C BIafeNbleM 3apaXEHHbIX BHPYCOM (aiiioB npOBecm
aHaIu3 HeOOXOOUMOCTH JaTbHEHIIEr0 UX UCIOJIb30BaHMs.

2.4.4 TTpoBeCTH JieueHHe UM YHUUTOXKEHHE 3apaXEHHbIX (haiisioB.



3. OTBETCTBEHHOCTH

3.1.OTBETCTBEHHOCTD 3@ OPraHM3alMIO AHTUBUPYCHOM 3alMThI BO3/IAraeTcs

Ha PYKOBOAMTEIS YUPeXKAEHH s HITH JIUILO, €TO 3aMCLIAIOIIEe.

37, OTBETCTBEHHOCTH 3a TIPOBEJAEHHE MEPONPUATHIH AHTUBUPYCHOTO
kouTpoas B JJOY BosjaraeTcst Ha OTBETCTBEHHOIO 33 obecrieueHre aHTHBUPYCHOH
sawmThl, coGmoeHHe TpeboBanuii HacTosied MHCTpYKUMM TIpH pabote Ha
[1lepcoHaIBHBIX paboUYKX CTAHLMAX BO3JIaraeTCs Ha [10JIb30BaTENEH JIAHHBIX CTAHIHH,

3aBe/1yIOIMIA MyHHIMIAIBHBIM OI0KETHBIM
JIOLIKOJTBLHBIM 00pa3oBaTebHbIM YUPEKICHUEM
nerckuM cagoM Ne 30 «3osoTast peiOKay

¢. CB0GOIHOrO MyHULIUITATBHOTO

obpazosanust bproxoBeLKuii paioH

I poprmenko



